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Introduction:

NPCI has hosted a centralized Ul for banks migrating from Clearing House Interface (CHI)
to Data Exchange Module (DEM). The banks can access this Ul to monitor processing at
CH and to retrieve reports.

In order to access the centralized Ul, banks need to carry user management locally. The
user management can be done with either of the options:

1. In bank’s corporate Active Directory (AD) with Active Directory Federation Services
(ADFS)

2. By creating work group for DEM. This option can be used if bank does not have
corporate AD or does not have access to corporate AD from DEM network or cannot
provide ADFS due to any other reason.

Note: The ADFS can be configured on the AD server as additional role or can be installed
as a service on a server which can access corporate AD.

For configuration details of ADFS with Active Directory, please refer Chapter-1

For configuration details of work group, please refer Chapter-2

Chapter | = Configuring CCH Ul access Using active directory:

Banks need to execute following steps to configure user authentication and management
using active directory and ADFS

Step-1: Configuration changes at active directory:
Banks are required to configure following user attributes in the Active Directory:

1. Routing number: This will be used to store the routing number of the bank for which
the user can see the data. The routing number should be nine digit MICR code of
the bank.

2. User role: This attribute is used to identify administrators for the bank.

a. User role: WEBCHI_ADMIN.
Note: The names of the user attributes are required to be exactly same as above.

Please refer section “Steps to configure user attributes in Active Directory” for details

of how to configure the user attributes
Step-2: Configuring relying party endpoint at ADFS:

Pre-requisites:
Bank is required to have ADFS role installed and configured. The ADFS role can be
configured on the active directory itself or can be configured as a service on a different
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machine (e.g. on the DEM machine). However, it is required to have only one ADFS
service active in one VLAN.
Follow below steps to configure relying party endpoint:

1. Navigate to ADFS Management.

2. Select relying party trusts.

3. In the middle pane, select the relying party trust created for APTRA Clear application.

4. Double Click on the relying party trust.

5. A pop-up window appears. Select endpoints Tab.

[ PACE R Oy | | b ek i e [ | Erwcmyegetica 1 Sagre st e | Accepted Clasnms |
[ P ey Ervdpecirts | Prosy Emdocsts | | rdotes | Advarnceda
Specify the endpoirts 1o use for SAML amd WS -Federstion P assive peotocobks

[} o v BEhirvcliog Draeff o alt R
SaAPPAL Assertion Comnsurmer Endpoimts
Ptps - 1S3 71 45 817 : 8443 . o POsST o

| monmmornng | ildemmifiers | Encreption | Signature | Accepted Claims |
| Owganbization | Endooints | Prosogr Endpoims | MNotes | Advancea |
Specify the endpoints to use for SAML and W S-Federation Passive protocols

U= lrwcdesoa Birvdemg Daef=ukt Re
SAPML Assertion Consurmer Endpoimnts

< [ [0 | >
Add SAnL___
[ Aca vws Feaormtion. .. |
I =S ] 1 Cancel ] | Ay ]

7. Click on Edit Button.

Endpoint type:
| SAML Assertion Comsssmes
Birndimg -

[POosT

[ Set thve trusted IURL as defaulkt

ndesc: [0 S

Tusted LURL:
|Https://1 53 71._45 81 8443 "ecpicserviet fecpioc PhrandMNMame =en
Excample: https .~ /sts .comtoso .comusadfs s

Response URL:

[

Ecample: https -~/ sts comtoso .comulogout
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Endpoirt typee -

| SAML Assertion Consumer

Birmdimg
[POsST
[ Set the trusted URL as defaubt
N — =
= [~
T =

Response URL:
Ecampile: htps 0 sts  contoso comulogout

8. Select the binding type as ‘post’
9. Update the trusted URL with aptra clear URL which is shared by NPCI.

10. Now click on ok.

] Adwvarnced

|  Owganization Endpoints | Prosy Endpeoints | MNotes
Specify the endpoints to use for SAML and W S-Federation Passive protocols .
LRIl | gl I= Birvdimg Draef ault Re
SAHAML Acscertion Consurmer Endpoints
frttps /153 7145 81:8443/e___ 0O POST Mo

< | [0 | >

| Add sAML... |

| Add wsS Federation_.. | Bemowe | Edt |

| O | | Cancel | | Apphy |

11. Click on apply.
12. Restart ADFS services.

Step-3: Configuring administrator User:
To provide administrator access to any user, following changes are required:

1. Ensure that the user is active in the active directory and is able to login from the

machine where CCH access is required.
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2. Set following user attributes for the user:
Routing number: nine digit MICR code for the bank
User role: WEBCHI_ADMIN
Note:

1. The user role attribute value is required to be exactly same as given above.

2. Please refer section “Steps to configure user attributes in Active Directory” for

details

Step-4: Configuring operations users for CCH:
As a pre-requisite, bank needs to define the user roles to be permitted to access
the system. E.g.:. WEBCHI_OPERATOR can be used for normal operator.

After finalizing the user role name, follow steps below to configure access for the
users:

3. Login to CCH Ul using the WEBCHI_ADMIN user credentials
4. Define the user roles finalized as the perquisite step.

Note: Please refer section “Steps to Configure User Groups at CCH” for details.

5. Map the screen access to a given user role.

6. Ensure that following attributes are set in active directory for all operations users:
a. Routing number: Nine digit micr code for the bank
b. User role: Any of the user roles finalized as pre-requisite step.

Note: For detailed steps, please refer section “Steps to configure operations users in
APTRA Clear as Bank Admin user”

Step-5: Configuration changes at CCH:

Before requesting configuration changes at CCH, bank must validate the ADFS
configuration using following steps:

1. Openthe ADFS URL in browser.
https://[ADFS server IP]/adfs/Is/IdpInitiatedSignon.aspx

2. Select the relying party and login to the Bank AD. Once after successful login,
ADFS page will be redirected to APTRA Clear URL which is shared by NPCI.

3. If URL re-direction is appearing in browser, which means AD Login is successful.
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4. Banks must share above ADFS URL with NPCI to configure the bank ADFS URL
in APTRA Clear. This is last step to enable the CCH access for administrator and
operations users.

NP1

5. After confirmation from NPCI, bank needs to follow further steps.

Step-6: Configuring user groups at CCH:
Please refer steps detailed in Chapter-3: Steps to Configure User Groups at CCH

Step-7: Mapping tasks to user groups at CCH:
Please refer steps detailed in Chapter-3: Steps to Map Tasks to User Groups

Step-8: Verifying bank operator login:
Please refer steps detailed in Chapter-3: Steps to Verify Bank Operator Login

Steps to configure user attributes in Active Directory
1. Navgate to Active Directory Users and Computers.
2. Select Users in left pane.

3. Select a User and double click on it.

File Action View Help
' EREE EEE E R Y R 21
] Active Directory Users and Computers [SE| Name i Type Description
b [ Saved Queries L coH UsER User
4 (73 CCHSITAD.com & CcH_ustRt User
b [ Builtin L ccHBenk10s User
b (] Computers 8, Cert Publishers Security Group - Domain Local ~ Members of this group ...
b (@l Domain Controllers 8 Cloneable Domain Controllers Security Group - Global Members of this group t...
b ] ForeignSecurityPrincipals 2 Deml Admin Ueer
b (& LostAndFound 3, Dem Use User
b ] Managed Service Accounts . -
) Program Data 8, DemU1Admin Security Group - Global
b & Sytem 82, DemUIUser Security Group - Global
| Usts & DEMUSerAdmin_67 User
b NTDS Cuctas & DEMUserOperator 67 User
b [ TPM Devices :PJDtmed RODC Password Replication Group  Security Group - Domain Local Members in this group c...
8, DnsAdmins Security Group - Domain Local DNS Administrators Gro.
8 DnsUpdateProxy Security Group - Global DN clients who are per...
8 Domain Admins Security Group - Global Designated administrato...
8, Domain Computers Security Group - Global All workstations and ser,
8, Domain Controllers Security Group - Global All domain controllers i...
8, Domain Guests Security Group - Global All domain guests
82, Domain Users Security Group - Global All domain users
§2,DR_USER_GROUP Security Group - Global
'J ecpix_operator User
8, Enterprise Admins Security Group - Universal Designated adminisirato...
8 Enterprise Read-only Domain Controllers  Security Group - Universal Members of this group ...
8, Group Policy Creator Owners Security Group - Global Members in this group c...
1, Guest User Built-in account for que...
& HDFCBANK_USER User
&, 1C1C1_BR_USER User
IJ ICIC_BR_USER2 User
& icicLeme User
{4 ICICIBANK ADMIN User
i/ ICICIBANK_USER User
L ICICIBANK USER2 User
L krbtgt User Key Distribution Center ...
88, MAKER_CHECKER_ADMIN_GROUP Security Group - Global
L miadmin User User for use by MOVEit ...
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4. Navigate to Attribute Editor Tab.

Ooc 10200 =  NORMAL __ACCOIMNT | DOrMT_1
ot set>

<ot set>

<Ot St >

=mot set >

ot set>
ICMCIBAMNK_ADMING&OCHSITAD . com

W EBC HI__ A TN

Published Certificates | Member Of | Password Replication | Dialin | Object

Security I Environment I S s I Remote control

Remote Desktop Services Profile | CO M- | Astribute Editor

registeredAddress

replPropertyMetaData
replUp To DateVector
repsFrom
reps To

.

Walue:

ot set >

AniD Ver Loc.USH
<ot set>

=mot set>

=mnot set>

<ot set>

<ot set>

=mot set>

SD0Z2Z290D0D0D
ICICIBAMNK_ADMIN
205306368 = { NORMAL_USER_ACCOUNT |
ot set>

<ot set >

<ot set>

5. Update user Role as ‘WEBCHI_ADMIN’ and Routing Number as ‘bank routing number’.

6. Click on ok button.
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Chapter Il = Work Group user & roles creation:

Member banks can do the user management using Work Group, in the absence of active

directory, usage of Work Group is supported. Bank has to create the users in their Work

Group module and assign rights to the respective user groups to access the Aptra clear 6.0

application

Bank must create following roles in the Work Group to map their users to enable the access

to the users for the above web pages to monitor/ manage.

1. WEBCHI_ADMIN
2. WEBCHI_Operator

Step-1: Configuring administrator user:
Bank need to create WEBCHI_ADMIN group and then assign existing user to the

WEBCHI_ADMIN group. This user will act as bank administrator and below mentioned

steps to be followed.

a)

b)
c)
d)
e)
f)
9)
h)
)
)

To open Workgroup module, go to Run Dialog ,enter lusrmgr.msc and press
Enter

On the left pane click groups.

The system will list all the groups.

Click action and create new group

In new group specify the following details

group name: WEBCHI_ADMIN

Specify the group description

Members: click Add to locate and Add members in the group
Click create in the specified group

Click close in the dialog box

Step-2: Configuring operations users in Work Group:

In Workgroup module go to Run Dialog, type lusrmgr.msc and press Enter

On the left pane click groups.

The system will list all the groups.

In new group specify the following details

1
2
3
4. Click action and create new group
5
6

Group name for Ex: ‘Bank_Operator’
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7. Specify the group description Tmmm———
8. Members: click Add to locate and Add members in the group
9. Click create in the specified group
10. Repeat step 4 to 10 if you wishto configure multiple user groups (e.g. bank_operator
for normal data view and bank_super_operator to view critical data)

11. Click close in the dialog box

Step-3: Configuration changes at CCH :

1. Banks mustinform NPCI to configure the authentication type as ‘Work Group’ in
APTRA Clear for the bank. This is last step to enable the CCH access for
administrator and operations users.

2. After confirmation from NPCI, bank needs to follow further steps.

Step-6: Configuring user groups at CCH:
Please refer steps detailed in Chapter-3: Steps to Configure User Groups at CCH

Step-7: Mapping tasks to user groups at CCH:
Please refer steps detailed in Chapter-3: Steps to Map Tasks to User Groups

Step-8: Verifying bank operator login:
Please refer steps detailed in Chapter-3: Steps to Verify Bank Operator Login

Chapter lll = Common Steps:

Stepsto configure user groups at CCH
1. Open web browser and enter APTRA Clear URL.
https://<IPADDRESS>:<Port>/ecpix/serviet/ecpix?brandName=en&routingNumber

=<BankRoutingNumber>

Note: IP address will be shared through mail.

2. If bank login details are updated at CCH, following ADFS Login screen/windows
credentials pop-up will appear.

With ADFS Authentication is enabled at bank:
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& 153.71.85.2 - Remote Desktop Connection

file Edit View Favorites Tools Help

SEPO3VVM-
901.NPCICCH.com

Sign in with your organizational account

With Windows Workgroup Authentication is enabled at bank:

- R e TS
& aboutblank 0D~ XI O 153536369 x i

45 [ APTRACIearCCH 85 ©) Access Control Plus REST .. | B3 Suggested Sites =[] APTRA ClearccH [ Bank 4] APTRA ClearBANK 080100 % v E) - (F mh v page Safety~ Toois~ (@~ @
Windows Seaurty
Connecting to 153.53.63.69.

3. Please provide admin user credentials, who belongs to WEBCHI_ADMIN Group.
Once after successful login, following page appear.
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e https.//10.219.107.161:9443 ecpix/servlet/ecpixtbrandName=en P-ad (& Administration Module X

File Edit View Favortes Tools Help
9% @ Bank ICICI @ DEMUI @ APTRACLEAR_600001000

{08 Gank Configursion Vil Go |

K oo R— T e e

Bank admin user need to create different user groups using the administration
module.

a. Login using administration credentials
b. On the administration module screen, click Add/Edit Groups.
c. click add user group

5. Now click on add user group button to create new bank group and permission.

i i DOV T N Bk e, i @i L OMTER Y i oS e 1

e . =

g H ek W w0 DS W AR AN el

71-\#-:1: = TE»

e ]
i Rl oV g g
S

L T et o G (e A e el e g S

6. Now click on add user group button.

TXTTTT— T[T
Bt ‘Aew Faorem Toahw ey
@ W Eaw Lo W iRkl W oFTELLL RS AR

=" ==,

[T = Tn o e s s e P i e o
T G, T T
—— —— S e e mimTam -
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7. Click on save.

< =) @ nttps://10.219.107.161:9443/ec piw/servlet/ecpix? CONTEXT=wc_view_groups P - & < || 2 Group Management

CN Edit View Favorites Tools Help
{;3 @D Bank_ICICI GB DEMUI @D APTRACLEAR_600001000

7NF::.EI! SOUTHERN|GRID! Jmsy =73

[ GroupNsme
O  ICICIBANKOPERATOR
O  cPERATOR2

() operator

Tips - To add & New Group. olick on Add Uiser Group button.
- T detsi

of & graup. ple: me
- T group, select the g lete button
- Ta navigate to administration module screen, click on back buttor

scres n
- To delete all graups, select the checkbox sbove the panel and click on Delete button

8. Now click on back button.

L Gank Configuration V| Go |

top 1 ot 3 : Saloct Usar Group
Group Name 78] [ Vi=w Group Mapping |~ Set Permissions |~ AddEdit Group(s) |
Tips. « Type the fist fer selected in the Seloct the i " : and
+ You can verfy the task assignad to aach group by cicking an the View Group Mapping buton.
+ To Add or Update the Group Lis please cick Ihe AddEdil Groupiz) batlon.

Steps to map tasks to user groups:
The mapping of user groups involves 3 steps:

a) Selecting user group
b) Mapping tasks to the groups
c) Confirm and save the data

1. Select the recently created group in group name drop down.

L) @ https://10.219.107.161:9443 /ecpix/serviet/ecpix D - @ & || @ administration Module x

File Edit View Favorites Tools Help
i @ Bank ICICI GD DEMUI GD APTRACLEAR_600001000

Goto: e |

1of 2 Seleot User
G =
Moo I T [ View I I
oPERATORZ
QPERATOR
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2. Click on set permissions button, then following screen will appear. The map tasks
to group screen enables the mapping of user groups to available tasks.

& https://10.219.107.161:9443/ ecpin/servlet/ecpix DO~ & C| & Administration Module x

File Edit View Favorites Tools Help
513 @ Bank_ICICI @D DEMUI @D APTRACLEAR_600001000

o ox = L3 SOUTHERN GRID' flmy =

Step 2 of 3 - Map Tasks to Groups

Group Name: OPERATORZ2
® 4 [ Messages
i ™ Bulk Upload Return
- T View Generate Reports
- 17 Special ltems Monitor
“ 1 View Input Output Monitor

St o] Vi G Mo |t | it |

3. Now select the tasks to the respective group.

£ - @ < || @ Administration Module

L3P (-0 & nttps://10.219.107.161:9443/ ecpin/servietfecpix

File Edit View Favorites Tools Help
5i3 @D Bank_ICICI @D DEMUI GD APTRACLEAR_600001000

SOUTHERN|GRID

Step 2 of 5 - Miap Tasks o

Group Name OPERATOR2
w4 P Messages
@ Bulk Upload Return
i View Generate Reporis
1 @ Special Items Monitor
0@ View Input Output Monitor

Seiect Al ] [ Resst ] [ View Group Meppinp || Besk ][ Next

4. Click next button.

© - @ < |[ & administration Module

Ll (] &8 hittps://10.219.107.161:9443/ ecpin/serviet/ ecpix

File Edit View Favorites Tools  Help
i @D Bank ICICI GB DEMUI G5 APTRACLEAR_S00001000

SOUTHERN GRID

Step 5 of 5 - Contirm

Vo mem mat the falioming prodleges for e umer groups you hee selected

Groun Name
OFERATORZ

NOUBUWNS
o
H
H
H
Sigfzed
)
H
a
X
&
E
3

e It Bt MGnitar

Back | [ Sevm || Sanem

Tips : Jhe,Sack bumon lars you modify tne selectad taaks for e selectad user oroup
* Al Saluctions wil te lout on clicking the Cane e maiuzt fha User md s assosiuted ke agein.
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5. Now click on save.
6. Now select the role again and click on view group mapping.

LB oo o [

Administration Module
- uccessiully tasks saved ‘

View Group Mapping H Set Permissi n Add/Edit Group(s) |

Name

= https://10.219.107.161:9443/2CONTEXT=vie... | -1 a - 1

L)

Associated Task

Group Mame Associated Tasks
OFERATORZ Messages

View Message

Send Message

Special ltems Monitor
View Input Ouiput Monitor
View Generaie Reports
Bulk Upload Return

Mok W=

ICICIBEANKOPERATOR Messages

View Message

Send Message

. Special ltems Monitor
View Input Oufput Monitor
View Generate Reporis

. Bulk Upload Return

M@k

[[Siese] ™

7. Make sure all selected tasks associated for newly created user role
‘Bank_Operator’.

8. Now, Login to Active Directory and update all users with routing number as Bank
Routing Number and user role as ‘Bank_Operator’.

Steps to verify bank operator Login:
1. Open web browser and try the below URL to login to APTRA Clear as Bank user:
https://<IPADDRESS>:<Port>/ecpix/serviet/ecpix?brandName=en&routingNumber

=<BankRoutingNumber>
Note: IP address will be shared by NPCI through mail.

2. Enter the user credentials for operations user.
Once after successful authentication APTRA Clear bank page will be opened.
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@ hitps://10.219.107. > i O ~ @ & | @ APTRA Clear x
File Edit View Favorites Tools Help
f GO Bank ICICI GO DEMUI @5 APTRACLEAR 600001000

NCR APTRA™ Clear

e, ey = ]
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